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Welcome

WELCOME TO THE SQL SENTRY USER GUIDE!

Thank you for installing SQL Sentry. To get up and running in no time, please review the SQL
Sentry Quick Start Guide.

If you have any technical questions, or  for help with installation or configuration issues, please
don’t hesitate to contact us:

Email: support@sqlsentry.net
Phone: 704-895-6241

Support Forum: http://forum.sqglsentry.net/


mailto:support@sqlsentry.net
http://forum.sqlsentry.net/
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Installation and Maintenance

INSTALLATION AND MAINTENANCE
INSTALLATION

Please refer to the SQL Sentry Quick Start Guide for detailed instructions on installation and
setup of the SQL Sentry Console and the SQL Sentry Server.

MAINTENANCE

Just as with any other SQL Server database, it is important that regular maintenance activities be
performed on the SQL Sentry database to ensure optimal performance. Please see the Repository
Maintenance topic for more details and recommendations.
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SQL Sentry Console

SQL SENTRY CONSOLE OVERVIEW

The SQL Sentry Console provides a seamless experience for SQL Server monitoring and
optimization, query tuning, alerting, and job scheduling, all within the same thin client interface.
The SQL Servers root node mirrors your current  native client tool's registered  groups and
servers, so there is no initial configuration required.

A connection and its objects must be set to watched in order for the Server to actively collect
event status and performance information, send notifications, etc. The number of connections
that can be watched in  your environment is controlled by the number of licenses you have
purchased.

This section discusses the different elements of the SQL Sentry Console.

e Console Panes
e Navigator and Event View Panes
e Workspace Area
¢ Actions Pane
e Settings Pane
¢ Navigator Root Nodes
e Devices Node
e Device Groups
e Adding Devices
e Adding Connections
¢ Removing Connections
e SQL Servers Node
e Contact Management
e Folders
e Navigator Pane Map
e Menus
e Context Menus
¢ License Management
e Watching Connections and Objects
e Conditions and Actions
¢ Conditions and Actions Matrix
e Qutput Content Match
e Recommended Global Conditions
¢ Response Rulesets
e Adding Notes
e User Preferences
e Connect to Installation
o Setting a Default View
e Common Tasks
e Logs
* Role Based Security
e Reporting



SQL Sentry User Guide | 13

@ NOTE: Tabs can be undocked from the Workspace Area by left-clicking the Workspace tab
and dragging. Tabs can also be docked back into the Workspace Area.

For space conservation purposes, some tabs are reused. For example, only one job information
tab will open per connection. A sample with multiple open tabs is below:

CLOSING WORKSPACE TABS

There are 3 ways to close workspace tabs:

1. Right-click a tab and select Close
2. Press Ctrl+F4
3. Click the small X on the right of the tab area.

When you close a view, the tab will be removed from the Workspace Area. If a tab requires that
you save before closing, a dialog box will appear prompting you to save.

WORKSPACE LAYOUT

The dimensions of the Console Panes and Workspace Area are saved automatically when you
close the Console. The default configuration can  be restored by selecting the Reset Layout
option from the Tools menu.

5.1.3 Actions Pane
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SQL Servers root nodes, any actions or settings configured at this  level will automatically be
inherited by all objects  below that node. For example, if you select the Devices node and
configure a "Send Email"  action for the "SQL  Agent Job: Failure" condition,  that action will
automatically be set for any job that fails on any SQL Server watched by Event Manager . This is
how Event Manager provides truly centralized configuration for notifications and  other actions.
Once global actions and settings are configured, more granular configuration can be made where
needed. Also note the Settings pane includes an options for SQL Server Analysis Services
Settings, Oracle Databases, Task Schedulers and Device Settings, when accessed from the
Devices root node. More details on the Actions and Settings hierarchy can be found in the
Actions Pane topic.

5.2.1 Devices Node

DEVICES NODE

—---[ﬁ] Devices

—ﬁi Computers

-/ ICLAP12 INTERCERVE.COM

- 5. ICLAP12\ORALOG (EM)

%»r DBMS Jobs

- [y EM Jobs

: + Scheduler Jobs

+1- [ ICWS1.INTERCERVE.COM

- ICWS13.INTERCERVE.COM
+-{® ICWS1215QL2005 (09.00.4035) (EM)
- ICWS13\SQL2008 (10.00.2520) (EM/PA)

+ Jobs

E.‘ Alerts

ﬁ.‘ Maintenance Plans

----- B Legacy DTS Packages

+|E] Reporting Services

@ SQL Server Agent Log

-4, Top SQL

-4 Blocking SQL

----g‘h Deadlocks

—F.:j"l ICWS13SQL2008 (AS) (10.0.2520.0) (EM/PA)
_— Top Commands

{@‘1 Task Scheduler

A device represents a physical computer, commonly a Windows server. The Devices node in
the Navigator pane lists all connections managed by SQL Sentry, organized by Device Group,
then by Device. In addition to SQL Server connections, identical to those found in  the SQL
Servers node, the Devices node also displays all Task Scheduler and Oracle connections.
Upon initial installation, Event Manager performs a reverse lookup on any registered SQL
Servers to determine the associated Windows computer names, then auto-adds them under the
Devices > Computers node. Connections that Event Manager is currently watching, but are not
registered locally on the current workstation, will show up in an <UNASSIGNED> node. This
node can be hidden from the SQL Sentry Console through User Preferences.
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[ NOTE: For more information see the Watching Connections and Objects topic.

If the user still wants to monitor the connection the * Remove Connection’ option should be
selected. With this option the connection will still be monitored after it is removed from the Parent
node. Once a connection is removed it willbe movedtothe <UNASSIGNED> node. The
<UNASSIGNED> node contains unregistered connections.

4 NOTE: When a connection is both unwatched and in the <UNASSIGNED> node, the SQL
Sentry console will still  attempt to connectto the server for basic status information. To
prevent this you can enable the ‘ Hide Unregistered Connections’ option found in the following
menu: Tools - User Preferences - Navigator

Once a connection has been  moved to the <UNASSIGNED> node it can be returned to the
Computers node by selecting the Create Device Node found within its right-click context menu.

DELETE DEVICE

A user can delete a device from the device group using the Delete Device option found within the
right-click context menu of any Computer node. This will remove all associated connections of that
computer. Any associated connections from this Parent node will be moved to
the <UNASSIGNED> node. The Delete Device option doesnot stop SQL Sentry from
monitoring any connections. To do so the user will need to implicitly stop watching the connection
through its right-click context menu.

SQL Servers Node

SQL SERVERS NODE

The SQL Servers node mirrors the  SQL Server registrations in SQL Server client tools for the
current user. Any groups  or servers that are  added or deleted through  the client tools will
automatically be added to this node in the SQL Sentry Console.

Activities normally done in  SQL Server's client tools through the SQL Servers node such as
adding, editing, or deleting Jobs, Alerts, or Maintenance Plans can be done using the
SQL Servers node inthe  SQL Sentry Console. Servers can  also be registered from the  SQL
Sentry Console. For more information, see Performing Common Tasks.

REGISTERING A SERVER

Inthe Navigator pane, right-clickon the SQL Servers node. Select New SQL Server
Registration. Next enter the Server, Connection information, and Server Group to which to add
the registration and click OK.

Any registered SQL Server connections will display the same information under both the Devices
and the SQL Servers node. Depending on the type of connections that are being watched, you
may find that only one node or the other is used.

¥ NOTE: For consistency, a 'Default root node for SQL Server objects’ option can be set from
within User Preferences (Tools - User Preferences -> Navigator). This ensures that any
"Jump To Navigator" action will always transfer control to the same node.

Contact Management

CONTACT MANAGEMENT OVERVIEW


http://www.sqlsentry.net/help/ug/?Watch_Server_Jobs.html

5.11

5.12
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Please Specify the Database Name
Specify the database name of the SQL Sentry Repository that you wish to connect to.

Use Integrated Windows Authentication

By Default this option will be selected. If you wish to use SQL Server authentication, uncheck the
box and enter the SQL Server credentials. After connecting to the server a new instance of the
SQL Sentry Console will be launched that connects to the specified alternate installation.

Setting a Default View

SETTING A DEFAULT VIEW

From the Devices or SQL Servers node, as well as any Custom Event View, you may set that view
as the default view when the SQL Sentry Console is started. This can be done by right-clicking on
the node of the view you want to set as the default, and selecting Set as Default View. The next
time the SQL Sentry Console is started, this will be the view that first appears.

Common Tasks

PERFORMING COMMON TASKS

Following is a review of some common tasks performed using the SQL Sentry Console:

GENERAL TASKS

Adding a Device Group
On the Device node, right-click and select the context menu item "Add Device Group".

Deleting a Device Group
On the Device node, right-click and select the context menu item "Delete  Device Group".
Device groups can always be added back later if needed.

Adding a Device
On any Device Group node, right-click and select the context menu item "Add Device".

Deleting a Device
On any Device node, right-click and select the context menu item "Delete Device". Devices can
always be added back later if needed.

Adding a Device Connection
On any Device node, right-click and select the context menu item "Add Connection".

Removing a Device Connection
On any Device Connection node, right-click and select the context menu item "Remove
Connection". Connections can always be added back later if needed.

Creating a New SQL Server Group
On any SQL Server group node, right-click and select the context menu item “New SQL Server
Group”.

Deleting a SQL Server Group



